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Introduction

Your laptop has been stolen.

You left it there for just a second and there were plenty of people around, but you
came back and it was gone. It takes a moment to sink in.

| tgore .

First comes the initial shock, then the disbelief. Maybe I just put it down by the chair
so that it was out of the wayé Nope. l'tds not th

o0Damndé, you t hi nk.thatobl adcnk .ndo tB ugte tittionsgy not t hat bad
laptop, faithful but due for  retirement.

But then it hits you.

My email account.

My bank details.

My personal details, and the details of all my friends and family.

The financial reports for my business.

The pictures of my family.

|l 6ve got them all backled ppobbem hédaedsTheydre o
the wild, now. Who knows where they could end up and who could see them? Who

knows how that information could be exploited? What am | going to do?

The world shrinks around you as you realise the enormity of what has just happened.
I f only youdd encrypted your dat a.
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What is encryption?

Encryption is the process of protecting data by using an algorithm to scramble it. The
data is unintelligible, undetectable, unreadable and irretrievable unless a key is used
to revers e the encryption, or  decrypt, the data.

Encryption is used all the time, often without you even realising it. Whenever you buy

something online and make a transaction, all your details are heavily encrypted until

they reach the other end, making sure that no third party could be listening in. If you

use instant messaging programs it is possible to create an encryption tunnel to

ensure that only you and the person youore talki

I n this manual we 0lbchlfild encryption kdithatds, eadnyptingt files on
a hard drive (or encrypting the entire hard drive; more on that later). The files are
safe as long as they are kept in the encrypted area.

I f you have files thandyoaf dond) &wmanwonéoel se to
have a use for file encryption. Its entire purpose is to keep files hidden and safe.

The biggest advantage of encrypting your files is the knowledge that your data will

be safeifyourcomp ut er i s stolen. As soon as your comput
that all your files are inaccessible, and may in fact be locked earlier depending on

the type and level of encryption that you use (more on that later).

When you sell your computer (ordis pose of it by other means), it:i
idea to make sure that your data is securely erased to prevent the recovery of
deleted files by whoever comes across the computer next.

The great thing about data encryption is that, without the key for decry ption, the
data appears as random noise. Unless the person happens to know the decryption

key (which is highly unlikely), you might as well have already securely erased the

drive.

Unfortunately, encryptweaknedss Enernyptioeisgreattat i s al so it s
keeping people without the decryption key out. T
password that includes you too. Once that data is encrypted and you lose the key

you might as well have securely deleted the files, and yo udre not getting the
While itds nowhere as dire as |l osing the files f

encryption is that you will lose some read/write performance when working with
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encrypted files (that is, opening files, saving them and/or moving t hem around).
While this decrease is imperceptible when working with a few small files, working with
thousands of tiny files or a few really big ones will take significantly longer as each file
is decrypted before it can be used.

Thankfully, TrueCrypt supp orts parallelization (splitting data between the multiple
cores of most recent processors), which means that in even these circumstances the
drops in performance are minimized.

What is TrueCrypt?

’ | ' { TrueCrypt is a free, cross -platform program (meaning that i t
works in Windows, Mac OS X and Linux distributions including

Ubuntu) that you can use to encrypt your data. It is classified

means that it encrypts and decrypts files as you access and
modify th em and that all files within the area of encryption are
available as soon as you enter the key.

Different types of encryption
There are three main types of encryption, each with a different level of technical

difficulty to implement and with its own advan tages and disadvantages.

taking a look at each of them and eventually finding out how to set each one up.

Virtual encrypted disk

The virtual encrypted disk (VED) is the quickest and easiest type of encryption to set
up. It works by creating a file  of a specified size that can then be mounted. Basically,
it acts just like an external hard drive. When you unmount the VED the files inside are
invisible 0 only the VED file itself is visible and appears as random data when
analysed at the hardware level

Using a virtual encrypted disk has a couple of downsides. The first is that, because

the file is its own discrete file that is stored in a folder like any other file, it can be

quite conspicuous and stand out easily. It is also easy to accidentally dele te the file
and all the files in it. However, being a separate file also has the advantage that it

can be moved around easily.

The other main disadvantage of a virtual encryption disk is that you must choose
how large you want it to be when you create the file. This file cannot be resized
easily and takes up the entire amount of space straight away, which can be

troubl esome i f you make it too big or too
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be wasting hard drive space; traoomwhemyaugbtp and youd
store more documents.

I f youd6re wusing Wi ndows dynami@ sVED;thatss,jobelthatstarts cr eat e
small and only increases in size as you add files to it. However, a dynamic VED is

much slower than a standard one, is no longer cross -platform and is a lot easier to

detect than it would be otherwise.

Partition/drive encryption covers an entire drive (or one of its partitions, if your drive

happens to be divided up). ltdés a |ittle more co
has its own rewards. For example, as the encryption covers the entire hard drive itis

arguably less conspicuous while casually browsing files, and it is a lot harder to

accidentally delete your important files. You al

of a virtual drive, as the entire partition is encrypted.

The big downfal | of encrypting the entire drive is that it takes a very long time to set

up, mainly because TrueCrypt has to create random data and write it to the entire

hard drive. The other thing to bear in mind is t
whole driveyouwo n6t be able to use any of it without t
password then you wondt be abl e etemgthingse t he dri ve

The last main form of encryption goes one step further than encrypting your data ait
encrypts the entire operating system and all the data on that partition with it,

requiring you to enter your password before you get to the operating system (this is

known as pre -boot authentication ). However, this particular type of encryption

through TrueCrypt is onl y compatible with Windows. Never fear, though! Mac OS X

and most Linux distributions have some form of system encryption built in to the

operating system itself, so they just require you to turn it on in the system preferences.

System encryption is the mo st secure, but it also has the most at stake. If you lose

your password, youdll not only | ose access to yo
applications and the rest of your computer, too. This is fine if you have another

operating system on a separate drive or partition to fall back on (or if you have a

Linux Live CD), but if you dondt youdll be stuck
youdl!l be forced to erase everything on the driyv
scratch.

This isndt a pr o bwrite dwrsyour passwayd ineasouglecotiplaces

so that you dondt forget it, but itds definitely

The other thing to take into account is that encrypting the operating system is by far

the most complex encryption type so will take a | ot longer than the others to set up
and is more likely to have something go wrong. This would most likely entail the
TrueCrypt Boot Loader (which comes up before you boot Windows and is where you

| http://lachlanroy.com | Lachlan Roy
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enter your password to decrypt the system) becoming damaged
(and locking you out of the system).
With this in mind TrueCrypt requires you to create a rescue disc that you can use to
decrypt your installation in case something goes wrong.

The vast majority of users will want to use either the virtual encrypted disk or encrypt
a whole drive or partition. Which one
encrypt. I f you only have a couple of
encrypting an entire drive, especially as it makes it a lot harder to move the
encrypted data around.

There are very few scenarios in which encrypting the entire operating system is the
recommended choice, considering the number of things that could go wrong and

theconsequences i f the password is | ost.

enough to require the entire operating system to be encrypted then the chances
are you arenfd6t setting it up yourself f.

To summari se: youdre probabl ypteddisk anless fol
either have a lot of sensitive data or a very small drive/partition, in which case you
might as well encrypt the whole thing.
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Installing and Using TrueCrypt

Downloading TrueCrypt

The first thing youdll want to do is go to the T
http://www.truecrypt.org/downloads , and choose the download for the operating

system that youdre using.

Each platform has a slightly  different installer. For Windows you download an .exe file

that is the actual installer. For OS X you download a .dmg image file that you mount

to reveal the installer file (which is a .pkg file). For Linux you need to choose either

the 32-bitor 64 -bitver si on (i f you dondt know vbihaned). t hi s i s
This will download a .tar.gz file (which is just like a .zip file) which contains the installer

file which you can extract and then run.

Installing TrueCrypt
The process of installing TrueCrypt is very similar for Windows and OS X and is just a

case of following the instructions on each scree
application, so you shouldndt have any probl ems.
I f youdre using Linux thentbtutitisstipverpcess i s a | ittt
straightforward. Once youbOve extracted the insta
example), youdll see this:

truecrypt-7.0a-
sefup-x86

When you double click on it, youdll be met with

7% Do youwant to run "truecrypt-7.0a-
@ setup-x86", or display its contents?

"truecrypt-7.0a-setup-x86" is an executable text file.

Run in Terminal Display Cancel Run

Obviously you want to run it, so click on ORuné6.

http://lachlanroy.com | Lachlan Roy
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Aft er that youdl |l be met with a black and white i

-~
Xxmessage

Truelrypt 7.0a Setup

TrueCrypt is a software systen for establishing and naintaining an
on-the-fly-encrypted volune {data storage device}), On-the-fly encryption
neans that data are automatically encrypted or decrypted right before they
are loaded or saved, without any user intervention, Ho data stored on an
encrypted volune can be read {decrypted} without using the correct
password/keyfile{s) or correct encryption keys, Entire file systenm is
encrypted {e.g,, file nanes, folder names, contents of every file,

free space, neta data, etcl,

Please select one of the below options:

(Eutr‘act .tar Package FilE) (Install Tr‘ueCr‘uPt)

Just follow the prompts as you would with a normal installer. The only thing that
needs mentioning is that youd6ll see this and pro

Xxmessage

Uninstalling TrueCrypt:

To uninstall TrueCrypt, please run 'truecrypt-uninstall.sh',

Rel axnoti tdbrsi nstalling the program as soon as you
you what you need to do if you want to uninstall TrueCrypt later. Click okay and
then youdll see this, which shows that youdve in

o TrueCrypk Setup

Inztalling package,..

uzr bindtruecrypt

usrSbinStruecrypt-uninstal 1, sh
usr/sharesapplications truecrypt, desktop
uzrSsharespixnapsstruacrypt , xpm
uzrSsharestruecrypt /docsLicense, txt
uzrSgharestruecrypt Adocs TrueCrypt Uzer Guide,pdf

Press Enter to exit,,,

That 6s canffind Trife€nypt in the Applications menu under Accessories:

@Applications Places System &)

e % Calculator

d: Games » [ character Map

;g Graphics + @ Disk Usage Analyzer
" Internet » 77\ Help

¥ orrice » ® searchforFiles...

¥ . sound & Video ’ Take Screenshot
[P=] Terminal

B TextEditor

5‘3 Time & Date

B4 Tomboy Notes

TrueCrypt

3 Ubuntu Software Center

Eﬂ. http://lachlanroy.com | Lachlan Roy
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Creating a virtual encrypted disk

Regardless of what platform youdre using, when vy
time youdll see this window (althougtesimpy Ubunt u
numbers and not drive letters like they are here):

Volumes System  Favorites Tools  Settings  Help Homepage

Drive | Volume | 5ize| Encryption algorithm | Type | -

:

Create Volume | Yolume Properties. . | Wipe Cache

—Wolume

| ~| Select File...

W Mever zave history

Volume Tools... Select Device...

| Dismount Al ” Exit ”

Mount I| Auto-Mount Devices

The first thing we want to do is create a new Vi
0Create Volumedé. This will start the TrueCrypt \
guide us through the s teps we need to create the VED.

1'_ http://lachlanroy.com | Lachlan Roy
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The wizard looks like this:

[ TrueCrypt Volume Creation Wizard - - e |wi= J

TrueCrypt Volume Creation Wizard

@Zrﬁate an encrypted file container

Creates a virtual encrypted disk within a file. Recommended far
inexperienced users.

Mare information

" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden velume.

" Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc,, will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system,

Mare information about system encryption

< Back | Mext = | Cancel
We want to create an encrypted file container, s
click on ONextdé. Then wedl | make sure that o0Stan
and then cliaanon O0ONext o
E TrueCrypt Volume Creation Wizard = | —

Volume Type

% standard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt
volume.

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

Mare information about hidden volumes

Help | < Back

Cancel |

It is possible to create a hidden TrueCrypt volume but there are very few reasons

why you would want to make one (that is, unless
extortion for the files youdre hiding!). I f you
doc umentation for hidden volumes  on the TrueCrypt website

I_ http://lachlanroy.com | Lachlan Roy
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Volume Location

| | | selectEie... |

[V Never save history

Specify Path and File Name

b
O'@: [5 » Libraries » Documents »

ATrueCrypt volume can reside in a file (calé
which can reside on a hard disk, on a USB fi

Lockdown: Secure Your Files With TrueCrypt

v | 49 [l Search Documents

2

TrueCrypt container is just like any normal fi

example, moved or deleted as any normal fi|
choose a flename for the container and to g
you wish the container to be areated. -

Organize v New folder

¢ Favorites E
B Desktop ‘ i|

18 Downloads

WARNING: If you select an existing file, Tru
it; the file will be deleted and replaced with
TrueCrypt container. You will be able to end
on) by moving them to the TrueCrypt conta
to create now.

Includes: 2 locations

Name
] Recent Places

4 Libraries
[ Documents
& Music
&) Pictures
B videos

Help <Back

Documents library

No items match your search.

=y @

Arrange by: Folder ¥

Date modified Type

18 Computer Sl

T

[ZICLEL ElVirtual Encryption Disk]

Save as type: [All Files ()

# Hide Folders

.

Next wedre asked to select a
oVirtual Encryption Diskdé an
time to click ONextdé agai n!

4 TrueCrypt Volume

d

| ocati on and a
j ufsotl dsetro.r eTdh eint

name
iitnd

Encryption Options

—Encryption Algorithm

More information on AES

R - | Test |

FIPS-approved dpher (Rijndael, published in 1993) that may be
used by U.5. government departments and agencies to protect
dassified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XT5.

Benchmark |

—Hash Algarithm
IR.IPEMD-lﬁU LI Information on hash algerithms
Help | « Back I Mext = I Cancel | ‘
We donot need to worry about adeyen thef defaullsaree ncr y pt i
pl enty secure enough for our needs! Thel ded aul t s
for the respective drop down menus, but it doesndt really matter eithe
next step!
__|_ http://lachlanroy.com | Lachlan Roy
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Now wedre going to choose how much space we want
chosen to give 250MB to this one:

Volume Size

250 " kB * MB " GB

Free space on drive C:\ is 55.88 GB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an NTFS volume is 3752 KB.

Help | < Back l Next > | Cancel
After clicking on ONexto6 yet again, i1it6s time toa
length our password needs to be depends on how secure we need to be, but we
need to be able to remember it! |1 06ve chosen a 9
(more on that Il ater), which should be more than

be storing in it.

rueCrypt Volume Creation

Volume Password

DD I T I
Password: I

EEEEEEEEE

Confirm: I

[ Use keyfiles Kevfiles. .. |
[ pisplay password

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in & dictionary {or a combination of 2, 3, or 4 such wards). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is & random combination of upper and lower
case letters, numbers, and special characters, suchas @ =5 * +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64 |
characters.

Help | < Back | Mext = | Cancel |

Anerror will pop up if the password is | ess than
it, and just continue. Onwards!

1'_ http://lachlanroy.com | Lachlan Roy
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TrueCrypt Volume Creation =

Volume Format

—Options

FiIesysbemIFAT vl CIusberIDefault vl [~ Dynamic

Random Pool: 6C525FESD4D49CGE45EASE020DEBF9928. [V
Header Key:
Master Key:

| Abort |
Done Speed | LeFtl

IMPORTANT: Mowve your mouse as randomly as passible within this
window. The longer you mave it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
dick Format to create the volume.

Help | < Back I Format I Cancel |

The next screen is where we format the volume and generate the encryption keys
for the VED. TrueCrypt uses the movement of our mouse to help increase the
cryptographic strength of the keys, so make sure to move your mouse randomly

over the window for a while before clicking on 0
this dialog box pop up:
TrueCrypt Volume Creation Wizard - ]
& The TrueCrypt volume has been successfully created.
|
Thatds it! Your VED i sp rie;adtyo tmo wrot. iTthe Mmetx twesd le

a bit later on.
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Encrypting a drive or partition

Just |l ike creating a VED, the first step is to c
TrueCrypt window. However, instead of selecting
container 6, wedl | be sel eetyistge m Praartyigti oan/rdarn ved be
on the ONextdé button.
E TrueCrypt Volume Creation Wi
TrueCrypt Volume Creation Wizard
" Create an encrypted file container
Creates a virtual encrypted disk within a file, Recommended for
inexperienced users,
More information
' Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden volume.
" Encrypt the system partition or entire system drive
| Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.
More information about system encryption
Help < Back I Mext = I Cancel |
While itdés possible to create a hidden volume, w
encrypted volume this time. Make sur etedaid andar d
then click on ONexto again.
m TrueCrypt Volume Creation Wi

Volume Type

¥ standard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt
volume.

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More information about hidden volumes

Help < Back

Cancel |

http://lachlanroy.com | Lachlan Roy
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Now we need to choose the partition that we wish to format. | have a virtual drive

t hat | created for this example, so | o6l sel ect
S
Volume Location
|\Device\,‘-larddisk1\Partition1 LI Selecthvice...I
' Select a Partition or Device /|
Device [ Drive | Size | Label |
Harddisk 0: 64.0 GB
\Device \Harddisk0\Partition1 C: 64.0 GB
Harddisk 1: 8.0 GB
\Device\Harddisk 1\Partition1 E: 8.0 GB Drive to Enarypt
OK l Cancel I
After that we need to choose how we create the volume. This basically boils dow n
to whether you already have data on the drive that you want to encrypt or whether
itds been freshly made. |1 06ve already got some fi
the OEncrypt partition in placed option.

__|_ http://lachlanroy.com | Lachlan Roy
| MakeUseOf.com

Page 17




























